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JEIDAPTAMEHT T'OCYJAPCTBEHHOM IMOJIUTUKHA B COEPE
OBILIET'O OBPA3OBAHUA

NUCbMO
ot 14 mas 2018 r. N 08-1184

O HAITPABJIEHUU NTHO®OPMALIUN

[lenapTaMeHT rocyaapcTBEHHOM NONUTUKK B cdhepe obLiero obpasoBaHns
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspabotaHHble BpemeHHon
komuccuen Coseta Pegepaumm no pa3BuTUIO MHAPOPMaLMOHHOro obLecTea
MeToANYeCKNe pekoMeHaaumMm O pasmMeLLeHn Ha MHPOPMALIMOHHBIX CTEHAAX,
odomumanbHbIX HTEPHET-canTax U Apyrmx MHPOPMaLMOHHLIX pecypcax
obLieobpasoBaTenbHbIX OpraHM3aunin 1 OpraHoB, OCYLLECTBNSAIOLWMNX yNpaBeHne B
chepe obpasoBaHus, tHdopmMmauum o 6esonacHoM NoOBeEAEHUN U UCNOMb30BaAHUU CETU
"MHTepHeT".

Hvpektop [enaptameHTa
A.E.TNETPOB

MpunoxeHwue

METOJINYECKHAE PEKOMEH/IALINN
O PASMEIIEHAN HA THOOPMALIMOHHBIX CTEHJIAX, O®UIINAJIbHBIX
WHTEPHET-CAMTAX M IPYTUX UTHOOPMAIIMOHHBIX PECYPCAX
OBIIEOBPA30BATEJBHBIX OPTAHU3AIINIT M OPTAHOB,
OCYIIECTBJSIOINX
YIPABJEHUE B COEPE OBPA3OBAHMS, THOPOPMAILINHA O BE3OIIACHOM
MOBEJEHUM U UCMOJIb30BAHUY CETH "UHTEPHET"

kcnepTamn 1 YneHammn BpemeHHon komuccun CoseTta ®egepaunmn Nno pasBuTuLo
MHOPMaLMOHHOro 0bLLecTBa B pamMKax BbIMOMHEHNSA pEKOMEHAAUMN NapfaMeHTCKUX
cnywaHumn "AKTyarnbHble BONpoCkl obecnevyeHnss 6e30nacHOCTU U pa3BUTUS AETEN B
MHPOPMAaLMOHHOM NpoCTpaHcTBe", koTopble npownu B CoeeTte Penepaumm 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKME PEKOMEHAALMN O pasMeLleHnn Ha
MHGOPMAaLMNOHHBIX CTeHAAaX, ohuLmManbHbIX UHTEPHET-canTax n Opyrux
MHPOPMAaLMOHHBLIX pecypcax obLieobpasoBaTerbHbIX OpraHM3auuin 1 OpraHoB,
OCYLLECTBNALNX ynpaBneHne B cpepe obpasoBaHus, nHpopmaumm o 6e3onacHom
noBegeHun 1 ncnonb3oBaHun cetn "MIHTepHeT" (Banee - metoguyeckme
pekomeHaauun).

MeTogunyeckne pekomeHgauumn HanpaeneHbl Ha KA4YeCTBEHHOE MOBbILLEHNE YPOBHS
NHpopMaLNOHHON aeaTensHOCTM 0bLeobpasoBaTeNbHbIX OpraHM3aumnin U OpraHos,
OCYyLLEeCTBNALWNX yNpaBreHme B cpepe obpas3oBaHus, B HacTu MHPOPMUPOBaHUS
yyaLmnxcs, UX poantenen (3akoHHbIX NpeacTaBuTenen) n negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax HgopmaLMoHHOM 6e3onacHOCTH.

MeToguueckne pekomeHgaumm Nno3BonaT oduieobpaszoBaTenibHbIM OpraHM3aunsm u
opraHam, OCyLLeCTBNAOLMM ynpaBneHne B ccpepe obpasoBaHus, akTyanmsampoBaTb
yXXe ucnonb3yemMble N pasmMeLLeHHble MHPOPMaLMOHHbIE MaTepuansbl, Tak 1
NoAroTOBUTb UX B Cy4Yae UX OTCYTCTBUS C yHETOM Ny4LLINX NPaKTUK U peKoMeHaauunn.

B paMKax MetTogn4ecKkmnx peKOMeH,D,aLl,VIVI paccMaTpumBaldTCA crieayruine MHCTPYMEHTDI:



1. NHPOPMALMOHHbIE CTEHAPDI;
2. ohmumarnbHble UHTEPHET-pecypChl;

3. cpeacTea MaccoBor MHAOPMAaLIMK (LLIKOSbHbIE raseTbl, negarornyeckne n3gaHmsa u
npyrve).

HNudopmanmoHHbIe CTEH/bI

Ha nHdpopmMaumoHHbIX cTeHaax B 0bLeobpasoBaTenbHbIX OpraHu3auunsx,
PacnosIOXXEHHbIX B (horie yupexaeHuii n B KabnHeTax, OCHaLLEHHbIX NepCoHanNbHbIMU
ycTponcTeamu ongd Boixoga B ceTb "MIHTepHeT", pekomeHayeTcs pasmMecTuTb
NHPOPMALMOHHbBIE NAMATKN, CoOAepXKaLlme OCHOBHbIE COBEThI N0 obecneveHunto
MHOPMaLMOHHOM 6e30MaCHOCTN yYaLLUXCS.

B npunoxeHun N 1 kK MeTOOUYECKMM pEKOMEHOAUNAM NpeacTaBneH obpasew, NnaMaTkm
Ansi pasmeLleHns Ha MHOPMaLUMOHHbBIX CTeHAAX.

CpencrBa maccoBoii nHGopManun

B cpeactBax maccoBoi MHbopmaLMK, OPUEHTMPOBAHHbIX Ha 0by4atoLmxcs,
pekoMeHayeTcs B TedeHue y4ebHoro roga perynsipHo nybnvkoBaTb MHHOPMALMOHHbIE
maTepuaribl, NOCBSILLEHHbIE OTAENbHLIM acnekTaM MHOopPMaLMOHHON 6e3onacHoCcTy, a
Takke pasnuyHble NaMsiTkM obLLero xapakrepa.

B cpeacteax maccoBon MHpOPMaLINK, OPUEHTUPOBAHHbLIX HA NegarorMyeckyto
00LWEeCTBEHHOCTb, PEKOMEHAYETCA B TEYEHNE KaneH4apHOro roga perynspHo
ny6nmnkoBaTb MHPOPMALMOHHBIE MaTepurarbl, NOCBALLEHHbIE OTAEMNbHLIM acnekTam
MHGOPMaLMNOHHOW BEe30NacHOCTU Kak HECOBEPLUEHHONETHUX, TaK K
obuieobpasoBaTenbHbIX OpraHM3auni, a Takke pasnuyHble NamMsaTKn, 0630pbl
HOPMaTUBHO-NPABOBOrO PEryfiMpoBaHnsa AaHHOW cdpepbl U MIHPOPMaLMIO O akTyanbHbIX
MEpPONPUATUSX N COBbITUSX B aHHOM cdpepe.

B xoge npoeeneHns EguHoro ypoka no 6esonacHoctu B cetn "HTepHeT"
pekomeHayeTcsa obecneynTb BbIMyCK TEMATUYECKOrO BbiNyCKa CpeacTBa MacCOBOM
nHcpopmauumn nmbo cepum nyénukaumm, cpeamn KoTopbiX pacCMOTPETb OPraHN30BaHHbIE
MepOoNpUATUS Ans 00y4varoLnXca, X poantenen (3aKoHHbIX NpeacTaBuTenen)
negarormn4eckon ooLLLEeCTBEHHOCTM.

O¢puunansubie MHTEpHET-pecypChI

O6uweobpasoBaTernbHbIM OpraHu3aumsM pekoMmeHayeTcsl Ha CBOUX odhmumnanbHbIX
NHTepHeT-pecypcax obecneunTtb PYHKLMOHNPOBAHNE CAMOCTOATENBHOIO U
cneunanuampoBaHHoro pasagena "MHdpopmaumoHHas 6e3onacHOCTh", B pamMkax
KOTOpPOro npefycMoTpeTb pasmelleHne criegyrowen nHpopmaumn:

®opmar
MpeJICTaBICHUS
NPa3znen/moapaznen MaTEepUajIoB Copnep:xaHue MaTepUasoB
Pa3memarorcst Konuu T0OKYMEHTOB, T.€.

JlokanbHbIE CKAaHMPOBAHHBIN BAPUAHT JOKYMEHTA,
HOPMAaTUBHBIC aKThI B COOTBETCTBYIOIIUI TpeOOBaHUAM K ITapaMeTpam
cdepe obecrieyeHus CKaHUPOBaHUA. Pa3mMemaioTcst JOKyMEHTHI,
MH(pOPMALMOHHOM Konun peraMeHTHPYIOLE OpraHU3altio U paboTy C
6e30macHOCTH JOKYMEHTOB B II€PCOHAJIbHBIMH JJTaHHBIMH, TUIAHBI MEPOTIPUATUI

1.06ygaromuxcs dopmare *PDF 1o obGecnieueHuto nHGOpMaIrmoHHOMI



6e30macHOCTH 00YYarOIIUXCS U APYTHE.
[TyGuKyIOTCS aKTyalIbHBIC CBEICHUS O
(benepanbHBIX U PErHOHATBHBIX 3aKOHAX, ITMCbMaX
OpraHOB BJIACTH U IPYT'He HOPMATUBHO-TIPABOBBIC
JOKYMEHTBI, perJIaMEHTHPYIOIe oOecreueHmne
nH(pOpMaMOHHOM 0€30MMacHOCTH
HECOBEpPILICHHOJIETHHX. [loIycKaeTcsi BMECTO

Konuu KOMUM pa3MeliaTh TUIIEPCCHUIKU Ha
Hopmarusnoe JOKYMEHTOB B COOTBETCTBYIOIINE JIOKYMEHTHI Ha CaliTaX OPraHOB
2.peryIupoBaHue dopmare *PDF  rocymapcTBeHHOM BIIaCcTH.
Teker Ha Pasmemarorcs MeTtogudeckue peKOMEHAAUU U
CTpaHHLIE caiiTa yka3bpIBaeTcs HH(OpPMALIUS O MEPOTIPUATHUSX,
Komuu MPOEKTax M MporpaMMax, HalpaBJIeHHbIX Ha
[legarornyeckum JOKYMEHTOB B MOBBIIICHHE UH()POPMAILIMOHHON IPaMOTHOCTH
3.paboTHUKaM dopmare *PDF meparormdeckux paOOTHHKOB.

Pa3mermaercst nHpopmManoHHas namsTka
(mpunoxenuie N 2) 1 yka3bpiBaeTcst HHGOpMAIHS O
MEpONPUATHSIX, IPOEKTaX U MporpaMmmax,

Texct Ha HaIpaBJICHHBIX HA TOBBIICHHE HHPOPMALIMOHHOM

4.00ygarommmcest CTpaHUIIE caiiTa TPaMOTHOCTH O0YYarOLIMXCH.

Popurensm (3akoHHBIM

MPEICTaBHUTEIISM ) Tekcr Ha Pa3memaercst vHpOpMaIIOHHAS TTAMSTKA
5.00y4aromuxcs cTpanule caiita (mpuioxenue N 3).

Pa3memraercst uHpOpMaIys 0 PEKOMEHIYEMBIX K

Jlerckue OezonacHble TekcT Ha HCIIOJIb30BAaHUIO B yUeOHOM Ipolecce 0€30nacHbIX

6.caifThl CTpaHMIIe caiiTa caiiTax, 6aHHepbl 0€30MaCHBIX IETCKUX CalTOB.

OpraHawm, ocyLecTBnAWLWUM ynpasreHme B cpepe obpas3oBaHus, pekomeHayeTcs Ha
cBoux opuumanbHbix MHTEpHET-pecypcax obecneunTtb PyHKLMOHMPOBAHNE
CaMOCTOATENBLHOrO 1 creumnanmuampoBaHHoro pasgena "MHgopmauynoHHas
6Ge3onacHoOCTL", B paMKax KOTOPOro NnpegycMoTpeTb pa3MeLLEHNE CrieayoLLen
MHopMauuu:

MpunoxeHne N 1

INTAMATKA
JIJIA OBYYAIOIIUXCA OF UH®OPMAIIMOHHOM BE3ONMACHOCTHU JETEN

HEJ1b3A

1. Bcem nogpsg coobuiatb CBOK YaCcTHY MHpopmauuio (HacTodawme ums, dammnumio,
TenedoH, agpec, HOMep LWKOfbI, a Takke doTorpadumm CBOU, CBOEN CEMbU U APY3EN);

2. OTKprBaTb BJ1OXEeHHbIe Cbaﬁﬂbl SJ'IeKTpOHHOIZ Nno4yThbl, KOraa He 3Haellb
oTnpaBUTENA,

3. MpybuTb, NpuanpaThCsl, OkasbiBaTb AaBNEHME - BECTU cebsl HEBEXITUBO U
arpeccuBHo;

4. He pacnopsikancsa geHbramm TBoen cembun 6€3 paspelleHns ctapLlumnx - Bcerga
cnpawuBan pogutenen;

5. He BcTpeyvaics ¢ IHTepHeT-3HaKOMbIMW B pearnibHOWN XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY [OBeEpPSELb.

OCTOPOXHO



1. He Bce nuwyT npaBgy. Yntaewsb o cebe HenpaBay B MHTepHeTe - coobLum 06 aTom
CBOUM POAUTENSAM UM ONEKYHaM;

2. MNpurnawatoT nepennucebiBaTbCs, UrpaTb, OOMEHNBaATLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBan B3pocribiM 0 Npobriemax B CETU - OHU BCerga noMoryT;

5. icnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTU, YTOOLI HE NOTEPSATL CBOU
aKKayHTbl B COLICETSX M OpYyrnx nopTanax.

MO>XHO

1. YBaxan gpyrux nonb3osaTtenen;

2. Nonb3yewbca HTEPHET-UCTOYHUKOM - Aenain CCbIfIKy Ha Hero;
3. OTKpbIBaM TOMNbKO T€ CCbISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcd 3a NOMOLLbLIO B3pPOCSibIM - poanTesin, onekyHbl  adMUHUCTpPaLUA canToB
BCerga nomMoryT,

5. Nponan obyyeHne Ha cante "CeTeBMYOK" 1 NONyyYn nacnopTt LnudpoBOro
rpaxkgaHuHal

Mpunoxexne N 2

NHOOPMAIIMOHHASA ITAMATKA
IS OBYYAIOIUXCA 1J151 PASMEIEHUSA
HA OOPUIIUAJIBHBIX UHTEPHET-PECYPCAX

C kaxxgblM roqomM MOnoaeXxu B UHTEPHETE CTaHOBUTbLCS BonbLUe, a LWKONbHUKA OOHN 13
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, NOMMMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeCeT M nNpobnembl. ATa NnamsaTKa JOMKHA NOMOYb Tebe
©e3onacHo HaxoauTbCs B CETH.

KOMI'IbIOTeprIe BUPYCbI

KoMnbTEpPHbI BUPYC - 9TO pa3HOBUOHOCTb KOMMBIOTEPHbLIX NpOorpamMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOWN ABMASIETCH CNOCOBHOCTb K pa3MHOXeEHMIO. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UIM MOMHOCTLIO YHUYTOXNUTb BCE
annbl U JaHHble, NOAKOHTPOSIbHbBIE MOSb30BaTEND, OT MMEHU KOTOPOro Obina
3anyLieHa 3apaxeHHasi nporpamMmmMa, a Takke noBpeauTb Unn gaxe YHUUTOXUTb
OonepaumoHHY0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onbLlInHCTBE cnyyaes
pacrnpoCTPaHATCA BUPYChbl Yepes3 MHTEPHET.

MeToabl 3aWnTbl OT BPEOOHOCHbIX nMporpamMmm:

1. Micnonb3yit coBpeMeHHbIe onepaLoHHbIe CUCTEMbI, UMEIOLLNE CePbe3HbIN YPOBEHb
3alMTbl OT BPEAOHOCHLIX MPOrpamMm;

2. [NoCcToAHHO yCcTaHaBnNuBam nayTu (LMdpoBble 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBalOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrne o6HOBNEHUS CBOEN
onepaunoHHon cucteMbl. CkaymBam nx TONMbKO C ohuumnanbHOro canta paspaboTynka
OC. Ecnu cywiecTtByeT pexum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN €r0;



3. PaboTan Ha cBoeMm KOMMNbIOTEPE NOA NpaBamMun Nonb3oBaTens, a He
agMuHucTpaTopa. OTO He NO3BONUT DOMbLUMHCTBY BPEOOHOCHbLIX NPOrpaMm
WHCTannMpoBaTbCA Ha TBOEM NEPCOHaNbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBToMaTuyeckmm obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NnL,;

6. Micnonb3yn BHeLLWHWE HOCUTENU MHpOopMaLMK, Takme Kak hneLuka, ouck unm gann na
WHTepPHeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbiBan KOMNbOTEPHbIE ddansibl, MONyYEeHHbIE N3 HEHAAEXHBIX UCTOYHUNKOB.
[axe Te dansnbl, KOTOpble NpUcnasn TBOM 3HAaKOMbIW. Jlydlle yTOYHN Y Hero, oTnpassnisan
nn oH Tebe unx.

Cetu WI-FI

Wi-Fi - aT0 He BuA nepefayv gaHHbIX, HE TEXHOMOrMS, a BCero nuib 6peHa, mapka.
Ewe B 1991 rogy Hugepnanackas komnaHus sapermctpmposana operHg "WECA", uto
obo3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbI nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesnatypa, KOTopas ABNSETCA Takon e
TexHosnornen. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINIO 4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOW TeXHUKN Hi-Fi, 4TO B nepeBoge 03Ha4vaeT "BblicOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTeNsIX U asponopTax sABMAsSEeTCA OTSINYHON
BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe 3KcnepTbl CYMTALOT, YTO
obwenoctynHole Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepenasawn cBoto nu4yHyto nHdopmaumo yepes obwenoctynHele Wi-Fi ceTtw.
PaboTtas B HUX, )xenaTtenbHO He BBOAUTbL Naposiv A0CTyna, SIOrMHbI U Kakue-To HOMepa,;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonesosaHun Wi-Fi otkntoum doyHkumio "O6wmi goctyn K cbannam u
npuHtepam". lJaHHaa PyHKUKUA 3aKpbiTa N0 YMONYaHUIO, OAHAKO HEKOTOpPbIE
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unu yyebe;

4. He ncnonbayn nyonunyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HANpuMep ans
BbIX04a B couManbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B mobunbHomM TenedoHe oTknoun pyHkumio "MogkntoyeHne k Wi-Fi
aBTOoMaTtmyeckun". He gonyckam aBToMaTMYECKOro NOAKITIOYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu



CoumanbHble ceT akTUBHO BXOAST B HALLY XW3Hb, MHOrMe ntoan paboTatoT 1 XunyT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpmpoBaH Munnunap YenoBek, 4YTo
ABMSAETCA OQHOW CeabMOW BCeX Xuternen nnaHetsl. MHorne nonb3oBaTenu He
NMOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B coupmaribHbIX CeTAX, MOXeT BbITb
HangeHa n Ncnonb3oBaHa KEM YrogHo, B TOM Yucrie He ob6a3aTenbHo ¢ 6narnmm
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsx HE JOMMKHO ObiTb CyYanHbIX U
HEe3HaKoMbIX Ntoaen;

2. 3awumuian cBOK YacTHYIO Xu3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0 POXAEHMWS U APYIYIO JIMYHYIO MHOPMaLNIO. 3N0YMbILLNIEHHUKN MOTYT
MCnonb3oBaTh AaXe UHAPOPMaLUUIO O TOM, Kak Tbl M TBOW poguTenn nnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awmiian ceowo penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Thl, 4TOOLI Apyrne nonb3oBaTeny BUAENM, YTO Thl 3arpyxaewb? Nogyman, npexae
YyeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nTb;

4. Ecnv Tbl roBOpULLb C JIOObMU, KOTOPbIX HE 3HaeLlb, HE NCMONb3yn CBOE pearibHOe
UMS U OPYTYIO JIMYHYIO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;

5. N3beran pasmelleHus potorpacdun B MIHTepHeTe, rae Thl n306paxkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MECTOMOSOXEHNE;

6. MNpwn pernctpaumm B coumanbHOM ceTU HEOOXO0AMMO MCNONb30BaTh CIOXHbIE NAPONy,
cocTosime m3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. ,D,J'IFI coumanbHOM CeTu, NoYThbI K apyrnx canToB HEOBXO4MMO UCMONb30BaTb pa3Hbie
naposnu. Torga ecnu Tebs B3nomatoT, TO 3JTIOYMbILLJTEHHUKK NOJTyHaT AOCTYN TOJIbKO K
OQHOMY MEeCTY, a HE BO BCeE Cpagy.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE AEHBIN - 3TO OYEHb YA0OHLIN CNOcob NnaTexemn, 0gHaKo CyLLECTBYIOT
MOLLEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

SJ'IeKTpOHHbIe OeHbr noaBusinCcb coecemMm HeaaBHo U MUMEHHO MN3-3a 3TON0 BO MHOIMMX
rocygapcrtBax o CMX nop He rnpornncaHo npo HUX B 3aKOHax.

B Poccun xe oHM OYHKUMOHUPYIOT N O HUX Y>Ke MPONUCcaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHUMHbIE U HE aHOHUMHBbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTca NpoBoAnNTb onepauunn 6e3
naeHTMdrKaummn Nonb3oBaTesns, a B HEaHOHMMHbIX MAEHTUUKALUA Nonb3oBaTens
aBnsetca oba3arensHon.

Takxe crnegyeT pasnuyaTb SNEKTPOHHbIE (paTHbIe AeHbrMN (paBHbl FOCY4apCTBEHHbIM
BanTam) 1 ANEKTPOHHbIE HedbraTHbIe AeHbI (HEe paBHbI FOCYAAaPCTBEHHbBIM
BanTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AEHbramu:



1. MpuBsxun Kk cyeTy MOBUNBHLIM TenedoH. OTO caMblil YAOOHbLIN U BbICTPLIA CNOCO6
BOCCTAHOBUTb AOCTYN K c4eTy. [puBA3aHHbIn TenedoH NOMOXET, ecnu 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasosble naposiv. [locne nepexoga Ha YCUNEHHY aBToOpU3auunio
Tebe yxe He ByfeT yrpoxaTb ONAaCHOCTb Kpaxu Unn nepexasaTa NraTexHoro napons;

3. Bbibepu crnoxHbin naponb. NpectynHukam 6yaeTt He NpoCTOo yragaTh CIOXHbIN
naposib. HagexHble naponu - aTo Naponu, KoTopble cogepxaTt He MeHee 8 3HaKoB U
BKIOYaIOT B ce65 CTPOUHbIE U NPOMNUCHBIE BYKBbI, LUMPLI N HECKONBKO CMMBOIIOB,
Takue Kak 3Hak gonnapa, yHTa, BocKnuuaTenbHbli 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JaHHbIE HA canTax, KOTOpPbIM HE AOBEpAELUb.
SJ'IeKTpOHHaFI no4yTa

ONeKTPOHHas noyTa - 3TO TEXHOSOMMS U NpeaocTaBngemMble el YCryri no nepecoisnke un
NOSTYYEHMIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpeaensitoTCa B KOMMNbIOTEPHON
ceTn. OBbI4HO SNEKTPOHHbLIN NOYTOBBLIV ALLMK BbIFAAUT Crieayowmm obpasom:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepegadn NnpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl No BesonacHon paboTe ¢ INEeKTPOHHOW NOYTON:

1. Hapo BbIbpaTb NpaBuibHbIA MOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrPOMHBbIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBay B NMMYHOM NoYTe NUYHY0 MHGopmaumo. Hanpumep, nydwe BoibpaTtb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. cnonb3yn aByxaTanHyo aBTopm3auuio. To Korga noMmmo naposns Hy>KHO BBOAWTb
Kog, npucbinaemei no SMS;

4. Bblbepu cnoxHbi naponb. [Ans Kaxxaoro noYToBOro silMka AomkeH ObiTb CBOW
HaOeXHbIN, YCTONYMBLIN K B3fIOMY Naporb;

5. Ecnun ecTb BO3MOXXHOCTb HanmcaTb caMomy CBOW NNYHbBIN BOMpoC, I/ICI'IOJ'Ib3yIZ Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBLKO MOYTOBbLIX ALWMWKOB. NepBbl ANt YaCTHOW Nepenncku ¢
agpecatamu, KOTOpbIM Thl AOBEPSELLb. OTO ANIEKTPOHHbIN agpec He Hago
MCcrnonb3oBaTh NPU perucTpauumn Ha opymMax u camTtax;

7. He oTkpbiBan dpanrnbl U Apyrue BroXeHUs B NMCbMax, Aaxe eCcrnv OHU NpuLwnm ot
TBOUX Apy3en. Jlyylue yTOYHN Y HUX, OTNPaBNAnNn N oHn Tebe aTn dannsi;

8. Nocne okoH4YaHNA paboTbl HA NOYTOBOM CEpPBUCE Nepes 3aKpbiTUEM BKNAOKMU C
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepObynnuHr nnn BupTyansHOe M34eBaTenbCTBO

KnbepbynnuHr - npecnegoBaHme coobLlieHnsamMu, cogepkalnmm ockopbnexms,
arpeccuio, 3anyrmpaHume; XyrnmraHcTeo; coumanbHoe BONKOTUPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:



1. He 6pocaiics B 60u. Jlydwimn cnocob: nocoBeToBaTbCH Kak cebs BECTU U, €Crin HeT
TOro, K KOMy MOXHO 06paTUTLCA, TO BHaYane ycnokouTbes. Ecnu Tbl HauHeLw b
oTBeYaTb OCKOPONEHMAMN HA OCKOPOBNEHMS, TO TONMbKO eLle 6onbLue pasoxkeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumen;

3. AHOHMMHOCTb B ceTU MHMMasi. CyLLeCcTBYHOT Cnocobbl BbIICHATb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynNUraHcknin obpas BUpPTYaribHOM XXMU3HU. IHTEPHET ouKCUpyeT Bce
TBOM AENCTBUS U COXpaHSET nx. Yaanutb nx byaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBoto BUPTYaribHY YeCTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratme. OQHOPa30Bbie OCKOPOUTENBbHbLIE COOBLLEHMS
nyywe urHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHUI C
onpeaesieHHbIX agpecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBov AeNCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4ENCTBUSA OLEHMBAKOTCHA HEraTUBHO,
nogaepxaTb XepTBY, KOTOPOW Hy>KHa ncuxonornyeckas NoMoLLb, COOBLLNTL B3POCHbIM
0 ¢bakTe arpeccmMBHOro NOBEAEHUSA B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cMapTOHbI U NaHwWeTbl coaepkaT B cebe BNnosiHe B3pOoChbii
byHKUMOHAT, 1 Tenepb OHN MOTYT KOHKYPMPOBaTb CO CTaLMOHaPHLIMU KOMMbIOTEPaAMMU.
OpHako, CpeAcTB 3alUmMTbl ANns NOA0OHbLIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
N NOWUCK YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUN.

CoBpeMeHHble MobunbHble Gpay3epbl y)Ke NPakTUYECKN AOrHaNM HacTorbHble
aHanoru, ofHako pacluMpeHne yHKunoHana sreyveT 3a coboi 6onbLUy0 CNOXHOCTb U
MEHbLLYH 3aLUMLLEHHOCTb.

[laneko He Bce NpON3BOAUTENN BbIMyCKalOT OOHOBMNEHUS, 3aKpbiBalOLLME KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Angd 6e3onacHOCT MOBUNbLHOro TenedoHa:

Huuero He siBnsieTcs no-HacTosiweMy 6ecnnatHbiM. Byab ocTopoeH, Beab koraa Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMe-TO NnaTHble
ycnyru;

Hdyman, npexae yem otnpasutb SMS, ¢oTo nnun Bngeo. Tbl TOYHO 3HAELUb, FAE OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepauNoHHY0 CUCTEMY TBOEMO CMapPTAOHa;
Mcnonb3yn aHTMBMpPYCHbIE NporpamMMbl 4511 MOBUIbHBIX TENEOHOB;

He 3arpy>|<a17| NPUINoOXXeHnda OoT HEN3BECTHOIo NCTOYHUKA, B€Ab OHUN MOTYT COAep»KaTb
BpeagoHOCHOeE rnporpaMmmMHoe obecneyeHue;



[Mocne Toro Kak Tbl BbinAELWb C CanTa, rae BBOAWN JIMYHY MHOpMaUuio, 3anau B
HacTpownkn bpaysepa n yganu cookies;

Mepuoamnyeckn NpoBepsin, Kakne NnaTHble YCryrn akTMBUPOBaHbl HAa TBOEM HOMEPE;

[aBan ceor Homep MOBUILHOrO TenedoHa TONbKO NIOASM, KOTOPbIX Thl 3HAELLb N KOMY
AoBepseLlb;

Bluetooth gomxkeH 6bITb BbIKMHOYEH, KOr4a Thl UM He Nonb3yelwbes. He 3abbiBan nHorga
NpoBePATL 3TO.

Online wvrpbl

CoBpeMeHHbIE OHMAaMH-UPbI - 3TO KPACOYHbIE, 3aXBaTblBaKOLLNE pa3BeyeHus,
006beMHALWME COTHN ThICAY YenoBeK No Bcemy Mupy. MIrpokn ncecnegyot AaHHbIA UM
MUp, obLaTCa Apyr C APYroMm, BbINOMHAKT 3a4aHus, CpaXatTCsi C MOHCTpaMM U
nony4aroT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNakT AMCK, OnnayvnsaoT
aboHeMeHT nnun npnobpeTaroT Kakme-To Onunn.

Bce aTv cpeacTtBa nayT Ha NogaepKaHue 1 pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCSH CUCTEMbI aBTOPU3aLIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umcbpoBble 3annaTky 4ns NporpamMM), 3aKpbiBalOTCst YSI3BUMOCTM CEpPBEPOB.

B nogoOGHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CMcTemMma aBTopuU3aunmn OonblNHCTBA urp.

OcHoBHble coBeTbI N0 Be30NacHOCTN TBOErO UrpoBOIro akKkayHTta:

1. Ecnn gpyron nrpok BegeT cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abnNoKkupym
€ro B CMUCKE UrPOKOB;

2. I'Iomanyﬁc;l aadMUHNCTPAaTOopaM Urpbl Ha rnjioxoe noBegeHme 3Toro Nrpoka,
XenaTtesibHO NpUnoXnTtb Kakne-T1o goka3aTeribCTBa B BUae CKPUHOB;

3. He ykasbiBan nMYHy0 MHpOopMaLmio B npodainsie urpbl;
4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumanbHble natin n Mogbl;

6. cnonb3yn cnoxHble U pasHble Naponu;

7. Jlaxke BO BpeMsi Urpbl He CTOUT OTKINOYaTb aHTUBMPYC. Noka Tbl UrpaeLlb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULWINHT nnn Kpaa JNMMYHbIX AaHHbIX

O6blyHOM Kpaxken geHer U JOKYMEHTOB CErofHs y>Ke HUKOro He yaMBULLb, HO C
pa3BUTUEM NHTEPHET-TEXHONOIMI 3MT0YMbILLNIEHHUKN NEPEMECTUNNCE B MHTEPHET, U
NPOAOSKaKT 3aHUMaTbCs "NodnmMbIM" genom.

Tak nosBmnack HoBas yrpo3a: UHTEPHET-MOLLUEHHMYECTBA UNN OULLKHT, FNaBHas Lenb
KOTOPOro COCTOUT B NOSTy4EHUM KOH(PMAEHUMAnNbHbIX AaHHbIX NOoNb3oBaTenen -
nornHoB 1 naponen. Ha aHrnunckom asbike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:



1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3floMaHa, To Heob6xoaMMo 3abroKkMpoBaTh €€ U COOBLWMTL aAMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpEE;

2. MCI'IOJ'Ib3yl7I BGe3onacHble Be6-canThl, B TOM Yucne, MHTEepHeT-MarasmHoB “
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLNIEHHWKM NonyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOUIIO B CETU, a HE KO
BCEM,;

4. Ecnu Te6s B3nomanu, To HeobxoamMMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
koTopble AoGaBneHbl Y Tebst B Apy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHun ByaeT paccbinaTbCsi CNam M CCbINIKM Ha (PULLNHIOBLIE CalTb;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTKkpbiBan chansibl U gpyrue BroXeHUs B NUCbMax, AaXKe eCrnn OHU NpuLnm oT
TBOUX Apy3en. Jlydlue yTOYHWN Y HUX, OTNPaBnsAny N oHn Tebe atn dannsl.

Lindposas penyTtaums

Lindbposas penytaumsa - 3To HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytowiaa nHgpopmaums, pasmelleHHast B UHTEPHETE, MOXET Cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOM Xn3HW. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MecTo XUTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE NONOXeHNe, 0COBEHHOCTH
XapakTtepa 1 pacckasbl 0 6N13KMX - BCe 3TO HaKannmMBaeTCs B CETU.

MHorve noapOCTKM NErkoMbICAIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCeACTBUN. Thl Jaxe He CMOXeLlb AoragaTbCd
O TOM, YTO (poTorpadus, pasmeLLleHHas 5 net Hasag, ctana NPUYNHON oTKasa MPUHATL
Teba Ha paborTy.

KoMmeHTapuu, pasmelleHne TBomx poTorpadun n gpyrme Aenctems MoryT He
NCYE3HYTb Aaxe nocne Toro, Kak Tbl X yaanub. Tbl HE 3HaeLlb, KTO COXpaHun 3Ty
MHOpMaUuIo, nonana fin oHa B NOMCKOBbLIE CUCTEMbI U COXpaHUIIacb N OHa, a
rmaBHOE: YTO NoAyMaloT O Tebe oKkpyKatoLwme noan, KOTopble HanayT 1 yBUaAT 3TO.
Hantn nHdopmaumio MHOro neT CnycTsi CMOXeT Nobon - kak U3 Aobpbix NOdyKaeHun,
Tak U C HAMEpPEHMEM NMPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHble COBETbI MO 3awnTe LUGPOBON penyTauun:

1. Moayman, npexae 4em 4YTo-TO NybrnmMkoBaTh U Nnepegasath y cebsi B 6rnore unum B
coumanbHON CeTu;

2. B HacTporkax Nnpoguns yCTaHOBU OrpaHMYeHnst Ha NpoCMOTpP TBOEro npodunsa n ero
coAepXXMMoro, caernan ero Tonbko "ansa apysen';

3. He pa3meluan n He ykasbiBan MHGPOPMaLMIO, KOTopas MOXeET KOro-nmbo ockopbnatb
nnm obumxaTb.

ABTOpCKOE npaBo



CoBpeMeHHbIe LLKOMbHUKM - aKTUBHbIE NoNb3oBaTeEN LMGPOBOro NpocTpaHCTBa.
OpHako faneko He BCe 3HalOT, YTO NOJb30BaHWE MHOTMMU BO3MOXHOCTSIMU LMcpoBOro
Mupa TpebyeT cobnogeHns NpaB Ha UHTENNEKTyanbHy COBCTBEHHOCTD.

TepMuH "nHTENNekTyanbHasti CO6CTBEHHOCTL" OTHOCUTCS K pas3nnYHbIM TBOPEHNAM
4YerioBEYECKOro yma, HaymHasi C HOBbIX M300peTeHnin N 3HaKoB, 0603HaYaKLLMX
CcOBCTBEHHOCTb Ha NPOAYKTbI M YCIYrK, U 3aKkaH4yMBas KHUramm, ootorpacpmsamm,
KMHOUNIbMaMmn 1 My3blKasnibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyanbHy COBCTBEHHOCTb Ha NpoM3BeaeHUS
HayKku, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYeCTBE rapaHTum
TOro, YTO MHTENMEKTYanbHbIN/TBOPYECKMI TPy aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasiMBble BO3MOXHOCTM 3apaboTaTth Ha pe3ynbTatax CBOEro Tpyaa, nonyyntb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHnsa aBTopa He MOXeT BOCMPOM3BOaUTb
€ro npousBefeHune, pacnpocTpaHaTb, Ny0NNMYHO 4EMOHCTPMPOBaThL, NpoLaBaTh,
MMNOPTUPOBATb, MycKaTb B NpoOKaT, NyGnmM4HO UCMNOMHATbL, NOKa3blBaTb/UCNOSTHATL B
achupe unn pasmewatb B VIHTEpHETE.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHoOro obecrneyeHns MoOXeT NpUBECTU K MHOTUM
puckam: OT NoTepu AaHHbIX K TBOUM akkayHTam 0 6rIOKMPOBKM TBOErO YCTPONCTBA, rae
yCTaHOBIIEeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O noprane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34ECh Tbl MOXELLUb Y3HATb O

6e30nacHOCTM B CETU NOHATHBLIM U AOCTYMHBIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTUYECKON CUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHATbL ydacTue B

KOHKypCax 1 ctaTtb caMbiM UUAPOBLIM rpaxkgaHMHOM!

MpunoxeHne N 3

IMAMSATKA 1JIS1 POOIUTEJEA Ob UH®OPMAIIMOHHOM BE3OITACHOCTH
NETEN

OnpegeneHne TepmmHa "nMHpopmaumoHHasa 6e3onacHOCTb AeTeEN" COOEPXKNTCA B
depeparnbHoMm 3akoHe N 436-93 "O 3awmTe geten oT nHpopmMaumm, MPUHNHSIIOLLEN
Bpen NX 300POBbIO N PasBuUTUIO", Perynmpyowmm OTHOLLEHUS, CBA3AHHbIE C 3aLLNTON
aeTen ot nHdopmaumm, NPUYKHSAIOLWLEN Bpea UX 340P0BbI0 U (M) pasBUTUIO.
CornacHo gaHHOMY 3akoHY "MHopMaunoHHas 6e3onacHOCTb AeTen" - 3TO COCTOSAHUE
3aLMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM
nHpopmauunen speaa nx 3gopoBbio 1 (MNKn) PrU3nd4eckomy, NCUXMYECKOMY, YXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-D3 nHgpopmaumen, npuamHsaoLEen Bpea
340pOBbIO U (MNN) Pa3BUTUIO OeTeN, ABMSETCA:

1. HpopMaLMSA, 3anpeLLeHHas Ans pacnpocTpaHeHnsa cpeav geTen;

2. H(bopmaumsi, pacnpocTpaHeHne KOTOPOW OrpaHMYEeHo cpeaun aeTen onpeneneHHbIX
BO3paCTHbIX KaTeropum.

3. K nHpopmaummn, sanpeLleHHoON ana pacrnpocTpaHeHns cpeay aeTen, OTHOCUTCS:



4. udopmMaums, nobyxaaroLlas AeTen K COBEPLUEHUIO AENCTBUNA, NPEACTaBNSAOLLMX
Yrpo3y UX XU3HU U (UNN) 340POBbLIO, B T.4. NPUYNHEHUIO Bpeaa CBOEMY 340POBbLIO,
camMoybuncTBy;

5. cnocoBHOCTb BbI3BaTb y AeTEN enaHue ynoTpebuTb HapKoTUYECKNE CpeacTBaa,
NMCUXOTPOMHbIE N (MNK) oQypMaHMBatloLLMe BeLlecTBa, TabayHble n3genus,
anKorosibHyt0 U CNUPTOCOAEPKaLLy0 NPOAYKLMIO, MMBO U HAaNUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; NPUHATb y4acThe B a3apTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLIMEN,
BpoasKHMYECTBOM UK NOMPOLLANHNYECTBOM;

6. o6ocHOBbIBatOLLAA UK onpaeabiBatoLasi 4ONYCTUMOCTb HACUNUs u (Unu)
XXeCTOKOCTU Nnbo nobyxaatoLlas ocyLeCcTBNSATb HACUITbCTBEHHbIE AEWCTBUSA MO
OTHOLLEHMIO K JOASM U KUBOTHbIM;

7. oTpuuatoLLasa ceMenHble LLEHHOCTN 1 hopMmpytoLLasa HeyBaXkeHe K poauTensm u
(vnn) gpyrum YneHam cembu;

8. onpaBabiBaoLLaa NPOTUBOMNPaBHOE NOBEAEHME;
9. cogepxallas HeueH3ypHYLo BpaHb;
10. cogepxalias MHopmaLumio NopHorpadonyecKoro xapakrepa.

K nHopmaumm, pacnpoctpaHeHne KOTOPOW orpaHUYeHo cpean neTen onpeaeneHHoro
BO3pacTa, OTHOCUTCA:

1. MHopMaLusi, NpeacTaBnsieMast B BUae n3obpaxeHnst Unmn onncaHust )XeCTokocTu,
dr3nyeckoro u (Unn) NCUXMYECKOro HaCUNUS, NPECTYNNEHNS NN UHOTO
aHTMOOLLIECTBEHHOIO AECTBUS;

2. BbI3blBaloLLaa y AeTen cTpax, yKac Unm naHuky, B T.4. npeactaBnsemMas B BUuae
n306paxkeHnsa nnmn onncaHns B YHXKatoLLEen YenoBevyeckoe A4O0CTONHCTBO dopme
HeHacunNbCTBEHHOW cMmepTun, 3aboneBaHuns, camoybmnincTea, HeCHaCTHOro crny4yas,
aBapuu nnu katactpodbl 1 (M) UX NOCNEACTBUN;

3. npeacTasnseMas B BUAE U300paXkeHUsa Uim onmcaHus nosioBbiX OTHOLLEHUI MexXay
MY>KYMHOW U XKEHLLMHOW;

4. copgepxalliasa bpaHHble CroBa 1 BblpaXkeHusi, He OTHOCSILLMECS K HELLEH3YPHOM
OpaHu.

C yyeTtom atoro Bam npegnaratotca npasuna padoTtbl B ceTn IHTepHeT ons
pasfiMyHbIX BO3PaCTHbIX KaTeropum, cobnogeHmne KoTopbixX NO3BONUT obecneunTb
MHOPMaLMNOHHYO 6e30NacHOCTb BalUNX OETEN.

O6wwue npaBuna ons poantenen

1. HesaBucumo o1 Bo3pacTa pebeHka ncnonb3ynTte nporpammHoe obecneyeHme,
nomMoratoLliee unbTpoBaTb U KOHTPONMPOBaTbL MHPOPMAaLMIO, HO HE NoslaranTech
NOJSTHOCTbIO Ha Hero. Bawe BHUMaHue K pebeHky - rmaBHbI MeToq 3aLmThl.

2. Ecnn Baw pebeHok MeeT akkayHT Ha OAHOM M3 coumarnbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru v T.n.), BHUMaTENbHO N3y4nTE, KaKyto
MHOPMaLMIO NOMELLLAIOT ero Y4aCTHUKN B CBOMX Npodmnax u 6norax, BkoYas
doTorpacun n BUAEO.



3. [NpoBepbTe, C KAaKUMK APYrMMmn cantamm CBsi3aH coumarnbHbli cepuc Bawero
pebeHka. CTpaHmykn Bawero pebeHka moryT 6biTb 6e30nacHbIMU, HO MOTYT U
coepxaTtb CCbIIKU Ha HeXenaTerbHble U OnacHble canTbl (HanpuMep, NOPHOCANT, UK
canT, Ha KOTOPOM ApYr yNnoOMMHaeT HOMepP COTOBOro TenedgoHa Balwero pebeHka nnum
Baw gomawHun agpec)

4. Moowpsante Bawmnx geten coobiatb 060 BCEM CTPAaHHOM UK OTTaNKMBaoLEM U He
CNULLKOM OCTPO pearnpymTe, Korga oHu 310 genatoT (M3-3a onaceHust NoTepsiTb 4OCTYN
K UHTEepHETY OeTn He roBOPSAT poauTensM o npobnemax, a Takke MOryT HavyaTb
ncnonb3oBaTtb VIHTEPHET BHE AOMa U LLKOSIbI).

5. bygbTe B Kypce ceTeBou Xxn3Hn Bawero pebeHka. HTepecynTech, KTO X ApYy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 oo 8 net

B NHTepHeTe pebeHOoK cTapaeTca NOCeTUTb Te UMK NHble CanTbl, 8 BO3MOXHO U YaTbl,
paspeLLeHne Ha noceLleHne KOTOPbIX OH He nony4un 6bl oT poautenen. MNMoatomy
poauTenam ocobeHHOo nonesHbl ByayT Te OTYeThl, KOTOpblE NPeoCTaBNATCS
nporpamMmmamMmm no orpaHnyeHunto ncnosb3oBaHna IHTepHeTa, T.e. Poantensckum
KOHTPOJSIb UIK TO, YTO Bbl CMOXETE YBUOETb BO BpeMEHHbIX (hannax. B pesynbTtaTe, y
pebeHka He ByaeT oLlyLeHWs], Y4TO 3a HUM BeAeTCA NOCTOAHHbIN KOHTPOMb, O4HAaKo,
poauTenu ByayT no-npexHemy 3HaTb, Kakme canTbl nocewaeT ux pebeHok. [letn B
AaHHOM Bo3pacTe 0bnagatoT CUIbHBIM YyBCTBOM CEMbW, OHU JOBEPYMBLI U HE
COMHeBatoTcA B aBToputeTax. OHn NobaT nrpatb B ceTEBbIE UMPbI U NyTewecTBOBaTb
no NHTepHeTy, NCNonb3ys SNEKTPOHHYIO NOYTY, 3aXOA4UTb Ha CalTbl U YaTbl, He
pekoMeHA0BaHHbIE pOoaUTENSIMU.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. CospaiiTe cnMcok AoMallHUX npaBun noceleHns MIHTepHeTa npu y4actumn geten u
TpebyinTe ero BbINONTHEHMS.

2. Tpebynte oT Bawero pebeHka cobniogeHns BpEMEHHbIX HOPM HaxX0oXaeHus 3a
KomnbtoTepoM. MNokaxnte pebeHky, 4to Bbl HabnogaeTe 3a HAM He NoToMy 4YTO Bam
3TO X04eTcs, a noTomy 4to Bbl 6ecnokonTtech 0 ero 6€3onacHoOCTM 1 BCcerga rotoBbl
€My NoMoub.

3. KomnbtoTep ¢ noakntodeHnem K MHTepHeTy JOMKEH HaxoauTbCs B 06Len kKoMHaTe
nog NPUCMOTPOM PoaUTESEN.

4, MCHOﬂb3yﬁTe cneunarnbHble OeTCKMne NonCcKoBble MaLLNHbI.

5. Ncnonb3ynTe cpeactea 6NoKMpoBaHUA HeXenaTerbHOro KOHTEHTa KakK 4OMOSIHEHNe
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALWKK, YTOObI HE NO3BONUTL AETAM UMETb
cobCTBEHHbIE agpeca.

7. BrniokupyiTe gOCTyn K caiTam ¢ 6ecnnaTtHbIMU NOYTOBLIMU ALLIMKAMU C MOMOLLbHO
COOTBETCTBYIOLLENO NPOrpaMMHOro obecneyeHus.

8. Mpuyunte peten cosetoBaTbcs ¢ Bamu nepen onybnvkoBaHnem Kakom-nmbo
MHopmauunm cpeacTsamMm ANIEKTPOHHOM NOYTLI, YaTOB, PErMCTPaLMOHHbBIX (OOPM U
npodunen.



9. Hayunte geten He 3arpyxaTtb hannbl, NporpaMmbl UNn My3biky 6e3 Ballero
cornacus.

10. He paspelante geTsM Ucnonb3oBaTh CNy0bl MTHOBEHHOMO oOMeHa
coobeHnamu.

11. B "6enbin" cnncok cantoB, paspeLLEeHHbIX A9 NOCeLeHnsi, BHOCUTE TOSbKO CanThbl
C XOopoLuen penyTtaumnen.

12. He 3abbiBante 6ecegoBaTb C AeTbMn 06 UX Apy3bsx B IHTepHeTe, Kak ecrnu bbl
peyb LWa 0 Apy3bsX B peanbHON XXU3HMW.

13. He penante "Taby" n3 BONpOCOB NOSIOBOW XWU3HW, TaK Kak B IHTepHeTe AeTn MoryT
Nerko HaTKHYTbCA Ha NOpHorpaduio UnNn canTsl "ansa B3pocnbIX".

14. Mpuyunte Bawero pebeHka coobwatb Bam 0 fobbIX yrpo3ax unun Tpesorax,
cBs3aHHbIX ¢ MHTepHeToM. OcTaBanTeCb CNOKOMHLIMU U HANOMHUTE OETAM, YTO OHU B
BesonacHoCTH, ecnmn camu pacckasanu Bam 0 CBOUX TpeBorax. [oxesanure ux u
NoCcoBETYNTE NOOOWTU eLle pa3 B MNOA0OHbLIX CriyyYasx.

Bospact geten ot 9 go 12 net

B naHHoM Bo3pacTe AeTu, kak NpaBumo, yxxe HachbllaHbl O TOM, Kakas MHopmaums
cywiectByeT B MIHTepHeTe. CoBepLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETD,
NpoYecTb, ycnblwaTh. Mpn 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
maTepuanamMm MOXHO ferko 3abrnokupoBaTb Npy NOMoLM cpeacTs PoanTenbcKoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTu ans geten ot 9 go 12 net

1. CospaiitTe cnMcok AoOMallHUX npaBun noceweHnst IHTepHeT npu ydactum aeten u
TpebyiiTe ero BbINOMHEHMS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXOeHNS 3a KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkom rnpu paboTe 3a KOMMLITEPOM, NOKAXUTE €My, YTO Bbl
BGecnokouTecb 0 ero 6e30nacHOCTM 1 BCeraa roToBbl Oka3aTb eMy NOMOLLb.

4. KomnbloTep ¢ nogkntoyeHmem B VIHTEpPHET QOMKEH HAaXoaUTLCSA B 0OLLEN KOMHATE
nog NPUCMOTPOM poauUTENEN.

5. Ncnonb3ynTe cpeactea 6NokMpoBaHUS HexXenaTerbHOro KOHTEHTa Kak JONOMHEeHne
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSO.

6. He 3abbiBanTe npuHMMaTb HEMNOCPEACTBEHHOE YYacTue B XM3HU pebeHka,
BGecenoBaTb C AeTbMU 00 X apy3bsx B HTepHeTe.

7. HactamnBawnTte, 4TObbl A€TU HMKOrA4A He cornallanncb Ha fNYHbIE BCTPEYM C
Apy3bamu rno HTepHeTy.

8. MNosBonanTe AeTaM 3axoauTb TONLKO Ha canTbl 13 "6enoro" cnmcka, KoTopbIi
co3ganTte BMECTe C HUMMW.

9. MNMpunyyunTe geTten HUKOr4a He BblgaBaTb NIMYHYO MHOPMaLMIO cpeacTBaMu
SNEKTPOHHOM MOYTbI, 4YaTOB, CUCTEM MIHOBEHHOIO 06MeHa coobLLeHnsMN,
PEermcTpaunoHHbIX OPM, JIMYHbIX NPOoUNen n Npu perncTpanmm Ha KOHKYpChl B
NHTepHeTe.



10. MNpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHnsa. Ob6bacHuTe
MM, YTO OHU MOTYT CIly4arHO 3arpy3uTb BUPYCbl U OpYyroe HexernaTternbHoe
nporpammMHoe obecneveHue.

11. Co3gante Bawemy pebeHky orpaHM4YeHHY0 y4eTHYI0 3anucb anga paboTbl Ha
KOMMbloTepe.

12. Mpuyunte Bawero pebeHka coobuaTb Bam 0 fobbIX yrpo3ax unn Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTam, 4To OHM B 6e30nacHOCTU, ecnn camu
pacckasanu Bam 0 CBOMX TPEBOrax U onaceHusx.

13. Pacckaxute getsm o nopHorpadpumn B HTEpHeTe.

14. HactanBanTe Ha ToM, YTObbI AeTK NPeaoCTaBnANM BaM LOCTYN K CBOEN
3NEeKTPOHHOM MoYTe, YTOOLI Bbl yOeannmch, YTO OHM He 0bLatTCca ¢ He3HakoMuaMu.

15. OGbACHUTE AETAM, YTO HemMb3sA UCMONb30BaTh CETb ANS XyNUraHCcTBa,
pacnpocTpaHeHns CrneTeH Unm yrpoa.

Bospact geten ot 13 go 17 nert

B aToM BO3pacTe NogpOCTKU aKTUBHO UCMOMb3YHT NOUCKOBbLIE MALUWHbI, MOMb3YTCH
3NEKTPOHHOM NoYTOou, cnyx6amm MrHoBeHHoro obmeHa coobLeHUsMN, CKaynBatoT
My3bIKy U punbmbl. Manbynkam B 3ToM Bo3pacTe borblue no HpaBy cMeTaTb Bce
OrpaHunyeHusi, OHM XaxayT rpyboro toMopa, asapTHbIX Urp, KAPTUHOK "aAnsa B3pochbIX".
[eBoykn NpeanoynTaoT obLiaTbecs B Yatax, Npu 3TOM OHK ropasao bonee
YyBCTBUTESbHbI K CEKCYarnbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauUTeNsM yXKe BeCbMa CIOXHO KOHTPONMpoBaTh CBOUX
aeTen, Tak kak 06 VIHTepHeTe OHM yXKe 3HaKT 3HAaYMTENbHO BOorbLIE CBOMX pOoaUTENEN.
Tem He MeHee, He oTnyckanTe aeTen B "cBoOOAHOE NnaBaHue" no MHTepHeTy.
CTtapanTecb akTMBHO y4yacTBoBaTb B 00LleHn pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobnogaTtb npasuna MHTepHeT-6e30nacHoOCTM -
cornawleHve mexay pogutensmu n geteMu. Kpome Toro, He06xo4MMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETHI O AeaTeNnbHOCTU aeTen B IHTepHeTe. CneagyeT obpatntb
BHMMaHME Ha HEOBXOANMMOCTb COAEPXKaHUA POAUTENBCKUX Naponen (naponem
aAMUHUCTPATOPOB) B CTPOroM cekpeTe 1 06paTnTb BHUMAHUE Ha CTPOroCTb 3TUX
naponewn.

CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe CNUCOK JOMAaLUHUX NpaBun nocelleHnss IHTepHeTa npu yyactum
noapOoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BoinonHeHna. ObrosopuTte ¢ pebeHKoM
CMUCOK 3anpeLLeHHbIX canToB ("4epHbIn cnncok"), Yacel paboTtel B VIHTEpHeTE,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTax).

2. KOMI'IbPOTep C NnoAgKJirto4eHneM K cetm MHTepHeT AOIMKEH HaxoauTbecA B obulen
KOMHaTte.

3. He 3abbiBante 6ecenoBaTh ¢ AeTbMu 06 ux Apy3bsx B VIHTepHETE, O TOM, YEM OHU
3aHATbLlI Takum obpasom, ByaTo pedb MaeT o Apy3bsix B peanbHON xun3Hn. CnpalumsanTte
0 NoAsX, € KOTopbiMK AeTn obLaoTca NoCpeacTBOM Cny6 MrHOBEHHOro obmeHa
coobLeHnammn, 4tobbl yoeamTbca, YTO 3TU NOAN UM 3HAKOMBI.



4. Ncnonb3ynTe cpeacTtBa 6noKMpOBaHUSA HeXenaTenNbHOro KOHTEHTa Kak AOMNOMHEHNE
K CTaHOapTHOMY PoanTensCKOMy KOHTPOSHO.

5. Heobxogmmo 3HaTb, Kaknmmn YaTamu nonb3ytoTes Bawwn getun. Moowpsnte
MCNoNb30BaHME MOAEPUPYEMbIX YaTOB M HacTaMBanTe, YToObl 4eTn He obwanmce B
NpUBaTHOM peXUME.

6. HactanBanTe Ha TOM, YTOObI AE€TU HUKOrA4a HE BCTPEeYanuch fIMYHO C APY3bsSMU U3
cetn IHTepHerT.

7. NpuyynTte geTen He BblgaBaTb CBOK NMUYHYHO MHGOPMAaLMIO cpeacTBamMum
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLeHnsamu,
pPerncTpaunoHHbIX OPM, JIMYHBIX NMPOdOUNEN U Npu perucTpalmm Ha KOHKYpPChl B
NHTepHeTe.

8. MNpuyunTte aeten He 3arpyxaTb nporpammbl 6e3 Bawero paspelieHms. O6bsacHUTE
MM, YTO OHM MOTYT CIy4arHO 3arpy3nTb BUPYCbl U ApYyroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyumnte Bawwero pebeHka coobLiaTtb Bam 0 NobbIX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTam, 4To OHM B 6e30nacHOCTU, ecnn camu
pacckasanu Bam, O CBOMX yrpo3ax unm tpesorax. [loxsanurte ux n nocoseTymnte
NoAonTn eLle pa3 B NogobHbIX cryvasix.

10. PacckaxuTe getsam o nopHorpadpum B UHTepHeTe. [Tomornte um 3amTnTbCs oT
cnama. HayunTte nogpocTKoB He BblaaBaTth B IHTepHeTe CBOEro peasnbHOro
3NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTesibHble NMCbMa N UCNOoMb30BaThb
creumanbHble NOYTOBbIE PUNBTPbI.

11. Mpnyunte cebsa 3HaKOMUTBLCA C canTaMu, KOTOpPblE NOCELLAT NOAPOCTKM.

12. Hayunte geten yBaxaTb APYrnX B UHTEpPHETE. Y6eauTech, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XopoLUero NoBeaeHUs1 AENCTBYIOT Be3ae - JaXe B BUPTyasribHOM MUpe.

13. O06bACHUTE OeTAM, YTO HM B KOEM Criyvae Henb3da ncnonb3osatb CeTb Ans
XynUraHcTBa, pacnpocTpaHeHnsa CnreTeH Nnun yrpos Apyrum Noasam.

14. ObcyamTte ¢ nogpocTkamu NpobniemMbl ceTeBbIX a3apTHbLIX UMP U UX BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 9TU UrPbl COMAcHO 3aKOHY.

IMoCTOAHHO KOHTpONUPYNTE ncnonb3oBaHne NHTepHeTa Bawum pebeHkom! 310 He
HapyLLUeHWe ero fIMYHOro NPOCTPaHCTBa, a Mepa NPefoCTOPOXHOCTU N NPOsIBIieHne
Bawen poantenbckon OTBETCTBEHHOCTM U 3a00ThI.



